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1. OoO1Me cBeAeHUA

1.1. Ha3HauyeHHe U 006/1aCTh INPpUMEHECHUA
Moaynb «bactMoH-3 — SecurOS FaceX» npepgHa3sHadeH uHTerpauum MK «bactMoH-3» ¢ cuctemoi
buometpuueckon ngeHtuduraumnm (C6N) SecurOS FaceX.

OcHoBHOWM ¢yHKUMel moayna asnsetca obecnedeHue AOCTyna noceTuTeneit 4yepes TOUKM MPoxona
CUCTEMbI KOHTpOASA U ynpasneHua goctynom (CKYA) ELSYS (OO0 «EC-npom», TK «TBUHIpO») nyTéMm
COMNOCTaBNEHUA M3006paXKeHWa Anua 4YenoBeKa, MOJIYYEHHOTO C Kamepbl BMAEOHabAAeHMA C ero
¢doTorpadumen, coxpaHéHHol B MK «bacToH-3».

Moaynb no3BosAeT UCNONb30BaTb KaK pexkum AByXdaKTOpHOM ayTeHTUdMKauuu (No usobparkeHuto
AMua C MNpUKNadblBaHMEM KapTbl AOCTYMNa K CYMTbIBATE/N0), Tak M PEXMUM MAEHTUGUKAUMKM no
nsobpaxkeHuto nmua. OAHOBPEMEHHO MOTYT ObiTb 3afaHbl Pa3/IMUHbIE PEXMMbI 4OCTYNa ANA PasHbIX
ToYeK npoxoaa.

JocTyn Ha Bbl6paHHbIX TOYKaX nNpoxona BO3MOXeH anAa nocetTutenem c nponyckamwm Nobbix KaTeFOpMVI.
JononHntenbHo, mogynb NpefoCcTaBAAeT BO3MOXHOCTb CO34aBaTb 8UPMYAsIbHbIE MOYKU I'I,OOXOOG.

BupmyaneHaa moyka npoxoda He CBA3aHa C peasbHbIM NPerpaxaatroLLmnm yCTPOMCTBOM, HO NO3BONAET
OTCNEXMBATb MECTOMNOJ/IOKEHWE NEPCOHANa M MoceTuTenell B 30HaX, KOHTPOAMPYEMbIX Kamepamwu
BUAEOHabNtoAeHNSA, NOAKAOYEHHbIX K cepBepy SecurOS FaceX.

1.2. YcioBus npuMeHeHUA

1.2.1. Tpe60BaHUA K COBMECTUMOCTHU
Ha moaynb «bactnmoH-3 — SecurOS FaceX» pacnpocTpaHAlTcAa Te Ke TpeboBaHMA K annapaTHOW U
nporpammuHoin nnatpopme, uyto u ana MK «bacTmoH-3».

Ons paboTbl ¢ peanbHbIMU TOYKAMM Npoxoaa TpebyeTtca Hannume CKY/ ELSYS v apalisepa «bactnoH-3 —
Elsys».

Ona pabotbl goctyna B pexume naeHtuduKkaumm sepcus npowmskn KCK MB-NET gonxHa 6biTb He
MeHblue 2.12, Bepcua NpoLMBKKM KOHTpoasnepa ELSYS-MB gonkHa 6biTb He MeHbLue 2.68.

KoHTponnepbl ELSYS-MB-SM He moryT 6bITb MCNO/Mb30BaHbl HY AN peXnuma naeHTuduKaumm, Hu gns
pexuma AByXpaKTOpPHOM ayTeHTUPUKaLUN.

Heobxoaumo, 4tobbl 6bi1a ycTaHoBAeHa Bepcua MO SecurOS — 10.9 1 Bbiwe. O6MeH AaHHbIMU MeXay
moaynem «bactmoH-3 — SecurOS FaceX» n CbU SecurOS FaceX BbinonHAeTca no npotokony HTTP.

Mogaynb comectum ¢ MK «bactnmoH-3» Bepcum 2023.1 u Bblwe. Ona paboTbl moaynsa Heobxoanmo
WMEeTb YCTaHOBNEeHHYo Bepcutio .Net Bepcum 6.0.
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1.2.2. JluneH3upoBaHUE CUCTEMbI

[Ona paboTbl mopyna TpebyeTca oTAenbHaa AULeH3uA. JIMUEH3MPOBAHWE MPOM3BOAUTCA MO YUCAY
06CNYKMBAEMbIX CUCTEMOW HampasnaeHuli npoxoda. Ncn. 1 npepHasHayeHo ansa paboTbl Ha 1 Touke
npoxofa B 1 HanpasneHwun (BxoA uau Bbixod), AMBO A opraHM3auMm OO4HON BUPTYaNbHOM TOUKM
npoxofa. Hanpumep, Ana opraHusauumn AByxpaKTOpHOW ayTeHTUdMKaLMM ANA OAHOro TYPHUKeTa B
060ux HanpaBneHmAx NoTpebyeTca 2 AMUEH3UN HAa Moayb «BbacTnoH-3 — SecurOS FaceX Ucn. 1». Yucno
HEeo6X0AMMbIX INLLEH3UI HEe 3aBUCUT OT YMC/Ia UCNOb3YEMbIX BUAEOKAMED.

2. YcTaHOBKA CUCTEMbI

[Ona paboTbl cucTtembl HEOHXOANMMO YCTaHOBUTL ApanBep «bacTnoH-3 — SecurOS FaceX». Moay/ib MoxKeT
YyCTaHaBAMBATbCA KakK B cocTase MK «bacTMoH-3», TaK U 0TAENbHO OT Hero.

YcraHoBKa B OC Windows npounsBoauTca nytem 3anycka daina nHctannatopa SecurOsFaceXSetup.msi.

B OC Ha 6a3e Linux agpaliBep noctaBnsieTcA B BMAE YCTAHOBOYHOro naketa ¢opmata DEB mnm RPM c
UMEHEM bastion3-driver-securosfacex_*. Opansep yCTaHaB/MBaeTcA B KaTtanor
/opt/bastion3/Drivers/SecurOsFaceX.

3. HacTpoiika cucreMbl

3.1. Hacrpoiika CBHU SecurOS FaceX

Ha cepBepe SecurQOS A0mKHbI 6bITb HACTPOEHbI MOAKAIOYEHMA KO BCEM KaMepaMm, KOTopble NaaHupyeTca
ucnonbsosatb B CKY[. MopgKkntoyeHHble K CBN SecurOS FaceX Kamepbl 3aTem Heobxogumo O6yaet
npueA3aTb K ToyKam npoxoga CKY[ wm BMpTyanbHbiM TOYKamM NpPoOXoga B KOHpUrypauum apamsepa
«bactnoHn-3 — SecurOS FaceX».

B HacTpoiikax obbeKkta "KomnbioTep <umsa suaeocepsepa SecurOS>" ponkeH 6biTb 3agaH IP-agpec
Buaeocepsepa (Puc. 1):
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omnsloTepa: | BugeocepEen Hasano 1 3ABEPWEHNE CEAHCE

Wenons308as Kax Npodwns Pafiouero mecta onepatopa (1) AKTHBIDOBATS Palomi cTon:
| TP-aapec cepeepa: Y | 2 ABTOMETHUECKM v
[] pesepeuposate Buaeocepesp u nobasnTs &ro & kNACTED it ASTODNIALNA paTpellena ANR ManssosaTens: ’
Apxie | kil
Pesmes sarwac: (8) Ormmamweas nposogrenssocns () I o [[] AeTomamisseckoe saBepwerne ceanca Nonb3osaTens npn BAOKMPOBKE sKpaHa

TNoxansHan Basa aaH-sx

Avpescropia EmincTn gt e

HreHwe  3anice Yrenme  3anuds [] Ormcims noscansHes npoToson
c\ ’uﬁ o ¢ W \/ [[] 3emucosaTs nonon-mensHoe napameTpe: cobbiTil B npoToron
W & PUNETP cofermii:
He MENons308aTs v
Marcurancred pashep 51 0re +

3ascnansu, Tpesors v MeTan aHroie

®

Basa AaHHEIX AN 3o

Noxanshan (HacTpameaeTcs & DSAdmin)

(®) YaANRT BHECTE € GNEPATHBHEIN ADXMBON

) ¥paswms: 7 anei >
Baza gammsn CKY [ /ONC:
Basa parHsix 1 [1] o

Nobasute aupexTopwo | Manerims YaamTs
QK OTmera MpuMernTe

Puc. 1: Hactpoiika cepsepa SecurOS

Ha cepsepe SecurQOS gonxeH 6bITb co3gaH nosb3osaTens (Puc. 2):

Mpasa

Lo @ e W i ] @ B g~ % ocea

> 8 securos Enterprise [1]

~ B Cncrema £
~ SecurOS Enterprise [1]

~  &&%% NonbaosaTenu u Mpasa

[ 3anpemiiTs axpeimie nHTepdeiicos cicTeme:

Pa3speimTh KoHbUr ypHpoBaHKe arcTemel
~ &ea Otaen[1.1]

& admin [1.2]
& User[1.1]

PaspelnTb YAEMKHMBATL ynpasneHue PTZ
FaspewnTs sanpawmsaTe aocTyn k FTZ

MproprTeT ynpasnermns PTZ

@ Corona [1.4]
= PaspelunTh PeAaK TUPOBAHWE KOHTPOMLHBIX CMCKOE FaceX
@™ MNpaea ONLITHLX NoNLz0BaTENE [1.2] L =
Mposaiaeps:
@™ npaea nonb3zosartens 3 [1.3] i
| securos (local) ~

@™ Mpasa npoctei nonbsosaTenei [1.1] ey

Mpodunu 3KCNopTa apxuea User

Packnagku u Buast

Basbi AaHHbIX

facex_detection [1]
facex_list [2]

Mposepra accTyna

Vims nonbsosaTensa:

Baza panHbix 3 [3] MposepuTe

(00 (00 0 (w0

Gaza AanHex 4 [4]
e TY dunctpu cobbmuii

> ". MakpoKoMaHa! . oK OTHeHa MpumeHiATs

Puc. 2: Monb3oBatenb ¢ npaBamu Ha cepBepe SecurOS

Ons paboTbl moayna Heobxogmmo, 4Tobbl Ha cepBepe «FaceX» OblAM co3gaHbl M HacTpoeHbl B/
petekumn (Hanpumep facex_detect) n B, KoHTposbHbIX cnmckos (Hanpumep facex_list). Heobxogumo
YKas3aTb ip-agpec cepsepa, NOPT U Napo/ib. 3HAYEHUA MO YMOAYAHUIO: NAapoab — postgres, nopT - 5432
(Puc. 3).
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x
- Basa aaHHbIX
Q pf [[l] @ g @ MoAKNCHATECA O Co3naThb HOBYHD
b a cucremMa N Tun: PostgresSQL ~
~ Secur0s Enterprise [1] Cepeep: [127.0.0.1 | ropr: [5432 |
. MNonezoeatend W Npaea WmA Bazel facex_list
s p
Mpoduny 3kcNopTa apxmea MNonb3oBaTent: |facex1 |
L] Packnagku u Bugel Mapors: |““" |
2 Basbl AaHHbIX
= MposepKa NoOAKMIOHEHUA
= facex_detection [1]
g facex_list [2] 'ﬂ'
- O
= Baza gakHbx 3 [3] nam
= ¥ i
E Baza ﬂEHHb|X4 [4] ASNATL 3andcH CTapwe AHed
o TT ounstpsl cobermuii
’,’ MaKpoKoMaHakl
= oK OTHEHA NpHMEHUTE
. (e PacnucaHmua
v % Cepeepbl 1 Paboune MecTa i
~ T Komneiorep DESKTOP-09RUOT2 [DESKTOP-09RUOT2] {8l toncacaecs ST ) cnsare foend
3 KoueepTep apxvea (DESKTOP-OSRUOTZ) [1] i i el s
@ FaceX: Cepeep 1 [1] Cepsep: [127.00.1 | nop: [543 |
| [# Health Monitor (DESKTOP-09RUOTZ) [1] Wwn Basbi: | facex_detecton |
@ Image Processor 1 [1] MonssoBaTens: |fa\:ex |
o Q@ Auto: Mpynna mogynei 1 [1] Mapons: |ouu T |
@ Auto: PacnozHaearens HomepoB 12 ke 1 [1] T —
& Auto: PacnozHaBaTens HomepoB 12 k/c 5 [5]
% Auto: PacnozHaBaTens Homepos 12 kfc 7 [7]
2 O
@ Auto: ¥nNpaenAoLwmid mogyns 1 [1]
KomMnbioTeptoe 3petme 1 [l YAanaTh 3anuoi cTaple OHel
| Eﬁ Paboune cTonkl
v % Yerpoiictea (Kamepel u MukpodoHbl)
! OK OTreHa MpumeHTE
v [m] yeroiicreo sineosaxsata 1111 M
Puc. 3: CosgaHue Bl «geteKkumin» n B[l «KKOHTPO/IbHbIX CMUCKOB»
B CBWM SecurOS FaceX goneH bbiTb co3aaH 06beKT «Face X: Cepsep» (Puc. 4).
* PP, MakpokomaHge A1
. KapTsl L

. (e PacnucaHus
v ﬁﬂ Cepeepsl i Pafioune mecta

v ﬁ KomnetoTep DESKTOP-0O9RUOT2 [DESKTOP-09RUOT2]
0T2)011

@ FaceX: Cepeep 1 [1]
== Health Monitor (DESKTOP-03RUOTZ) [1]
KomnbtoTepHoe 3peHuwe 1 [1]

@ Paboune cTonkl

v % Yerpoiictea (Kamepsl 0 MUKpodoHb)

El YcTpolicTeo Buaeo3axearta 1 [1]

wge VCTpOCTBO BUAeo3axBata 3 [3]

Puc. 4: CospgaHue o6beKTta «FaceX: Cepep»

[Na HacTPOMKKM co3gaHHOro o6bekTa HeobXo0AMMO OTKPbITb MEHIO HacTpoek (Puc. 5).
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OfMe HACTPOHKKM Kamepel

B/l AETEKLMIA M PACTIOSHIBAHMA: % facex_detection [1]
B[l KOHTPOMBHEIX CRMCKOE! § facex_list [2] w
PesepsHan B KOHTPONbHBIX CNMCKOE: He BbibpaHa ~
PE#iM PaCNosHaBaHUA: CHanaHMpoBaHHEINA ~
MopT: 21093 S
Mopor YyBEPEHHOCTH AETEKLMM NMLE:
Mepuof AETEKTHPOBaHWA:
MakoiMansHoe BpeMA NoTepk TpeKa:
MaKOMMaNsHoE BREMA DHMAEHHA MyHWEr s MMUE:
Mepron oBHOBNEHIMA NYJLWEro NWLE:
Pexum B3armogeicTena co CKY A
OaHodakTopHaa CKY 4-ayTeHTHDMUKaLWAR
MHorodakTopHaa CKY A-ayTeHTHduKaLa
BpeMA 0MAEHWA BEpUBUKELIN:
Mopor nogobna ana pexuma CKY0:

JononHUTEenbHBIE

Pasmep o4epean sagaHwi: 100 ¥
KonW4ecTso BbI4MCIMTENbHBIX NOTOKOS: 4 =
KonWyecTso NOTOKOS CETEB0MD TPEHMOPTa!
Pazmep ouepeaw kaapoe {Ha kamepy): 100 S

Mepwod CMHXPOHK3EWK C Bl KoHTponbHEX cvckos: | 10000 Mc 5
[ AononHuTensHbi GMABTP AeTEKUMi
[] Cofiermie o nonoweH MMUE Ha KEKAOM Kaape

[] Cofiermue o HepacnosHaHHoM MU

Puc. 5: O6wme HacTpoiiku o6beKTa «FaceX: Cepsep»

Mone «MopT» ByaeT NCNoNb30BaTbLCA B NapameTpax NogKAoueHUs K cepBepy « FaceX». Mo ymonyaHuto

nmeeT 3HavyeHune 21093.
B pasgene «Pexkmum Bzanmogenctens co CKY/[ HacTpanBaeTcs TMN ayTeHTUUKaumm.

Echv npegnonaraetca pabota pgpaneepa «bactMoH-3 — SecurOS FaceX» TOnbKO B pexume
naeHTMGMKauumn (Npoxon MO /MUy WAM  KapTe), TO HeobxoAMMO BblbpaTb TONBKO PeEXUM

«OpHodakTopHasa CKYl-ayTeHTUdUKaUmMA».

[na pabotbl ABYXDAKTOPHON ayTEHTUOUKALMKN (MPOXOA B PEXUME «INLO NOC/AE KapTbl» UAW «KapTa
nocne nvua») HeobxoAMMO BKAOUUTL 0Ba pexkuma ayTeHTUdPUMKaumu. Mocne BKAOYEHUA peXMMa
«MHorodaktopHaa CKY/[-ayTeHTUdUKaumMA» CTaHYT AOCTYMHbIMU AOMNOJHUTENbHbIE HACTPOMNKK. Bpems
OXXMaaHuA BepmPpUKaLMmn HYXKHO YCTaHOBUTb He meHee 50000 mc, nopor noaobusa gnsa pexxmma CKY[ He

meHee 60.

Tak KaK gpaiBep «bacTnoH-3 — SecurOS FaceX» noagep:knBaeT paboTy C HECKO/NIbKUMU Kamepamu,
NOAK/IIOYEHHBIMWU K O4HOMY cepBepy pacno3HaBaHmA SecurOS FaceX, peKomeHA0BaHO Cpa3y BKAKOYATb
M HacTpauBaTb 0b6a perkMma ayTeHTUPUKaumm Ha cepsepe SecurOS FaceX.

Jdanee HeobxoAMMO NepenTn Ha cTpaHuLy «Kamepbl» (Puc. 6).
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Ofwme HacTpoiin  KaMeps!

BMNETPOBATE N0 MMEHN WM MAEHTMgMKETOPY

~ Secur0S Enterprise [1]

v BSRV7 [BSRVT]
[ [3] TEST_ARCHIVE - from 22....
[ aute test 1[4]
[ auto test 2 [14]
[ axis p1357 [26]
[ axis q1755 crapan ¢ PTZ zoo...
[ beward 22.133 onvif [11]
[ beward 22.135 onvif [12]
[ cam ffserver 22.28 num1 [23]
cam2 ffserver 22.45 num2 nu...
[ face[1]
[ hievision onvif [25]
[ ttv onvif 22,140 [6]
[ ttv onvif 22.171 [10]
[ tv onvif 22.172 [8]
[ ltv ovif 22.141 ptz ~zZ 8 "“|A\,...
[ samsung 22.134[15]

Mawouryy: 199 psc

R e saiers srmmsess e (D)
s s T e Eese e

feTeruws Haco Mepuon Nposepku: 500 mc

YA&NATE MHGOPHALYIO 0 AETEKLYRX M DACIOZHABEHIAK CYCTS:

oK Omera TpymerinTs

Puc. 6: Bbi6op cnucka Kamep pgna obbekra «FaceX: Cepsep»

Ha BKnagKe Kamepbl HEOBX0AMMO BbI6pPaTb CMMCOK Kamep A1a Pacno3HaBaHWA AnL, U NPOU3BECTU UX
HaCTpOIKy. (cm. «SecurOS FaceX. PykoBoactso nonb3osatend.pdf», 3.2 Hactpoiika FaceX: Cepsep).

Mpwn akTMBaumMmM onummn «3awmta OT nogmeHbl anu» CKY[ He 6yaeT npepocTaBnATb [OCTYN TEM
nepcoHam, y KoTopbix NapameTp «EcTecTBEHHOCTb NLLA», MONYYEHHbI BXOAE PAacno3HaBaHWUA, MeHbLUe
YCTaHOB/IEHHOTO 3Ha4YeHUA Ha cepBepe.

Mpwn BKAOYEHUN ONUMKN «[leTeKTOP MACOK» NPU pacrno3HaBaHUM Aul, 6y,u,eT BbINO/IHATLCA NPOBEPKa Ha
Hannyme nnun oTcyTcTteme Ha nmue Me,CI,VILI,VIHCKOf/‘I MacCKMu.

Janee Ha cepBepe SecurOS HeobxoaMmo co3aaTtb 06bekT REST APl (Puc. 7).
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v ﬁﬂ Cepeepsl 1 Paboune mecta
hd ﬁ KomneloTep DESKTOP-09RUOT2 [DESKTOP-09RUOT2]
3 Koueeprep apxusa (DESKTOP-09RUOTZ) [1]
@ FaceX: Cepeep 1 [1]
@ Health Monitor (DESKTOP-09RUOT2) [1]
KomnetoTepHoe 2peHue 1 [1]
Eﬁ Paboune cTonkl
% Yerpoiictea (Kamepsl 1 MUKpogoHL)
. " OnoeeLeHns
v t‘ WHTerpaumnsa u ABTOMATHIEUMA
',E"% WrTepdeiic TIDK 11 [11]
e VHTepdeiic IDK 123 [123]
'E"x WHTepdeiic IIDK QWE [QWE]
Ghiip_ONVIF-cepsep 1[1]
Ere REST API1 [1] F o]
Arep RTSP-cepeep 1 [1]

L]

. E? Cepeepel MoBunsHoro n Mopr:

I8 Kowmuiorep EP2-SMR-23 [EF] o0 2 websodkets
8 Kownuiorep EP2-SMR-32 [EF] [ jenonssosare HTTPS
@ Kounsiotep SERVER [SERVER Wcnonb3osaTe ®MNLTP cobbiuid: | He wononbsosate
v %E Pabouee mecro onepatopa [d
[ Health Monitor (OPERAT|
Eﬁ Paboune cronel

. " OnoeeLeHns
. t“ WHTerpaumsa n ABTOMaTH3aLNA

oK MpHMERMTE

Puc. 7: Co3pgaHue ob6bekTa REST API

Mone «MopT» bygeT nMcnonb3oBaTbCs B MapameTpax NOAKAoYeHUA K cepBepy «SecurOS FaceX». Mo
yMONYaHMIo umeeT 3HadeHue 8888. Onuus «McnonbsoBaTb HTTPS» gonKHa 6bITb BbIK/OYEHa.

BHumaHue! [na pabomsi ¢ uHmMe2payuoHHoiMm uHmepgelicom RestAPl nompebyemcs coz0ames
rnone3osamess 8 cucmeme U HA3HAYUM emy fpasa («KopoHa») Ha obvekm RestAPl. Paszdesnbl
5.2.5 [lonv3osamens u 5.2.7 [lpasa nonvzoeamens OokymeHma SecurOS Administration
Guide.pdyf.

Mocne npoaenaHHbix onepaumii B HacTpoikax obbekTa K cepBepa HeobXx0aMMO ABHO yKasaTb ero |P-

aapec (Puc. 8).

’,’_ MakpokoManasl

.

. KapTel

. (6 PacnucaHus

v ﬁ‘ﬁ Cepeepul 1 Pafioune mecta 0
~ ﬁ KomnbtoTep DESKTOP-09RUNT2 [DESKTOP-09RUOTZ2] o o

B Pons KomnsioTepa: | Brasocepsep

Vicnons308aTh kak Mpodwns Pafioqero mecta onepatopa (1)

IP-anpec cepeepa: || 192.168.22.112 ||

ApXMB

Pexun 3anuon: (8) ONTUMANSHESA NPOMSBOAMTENSHOCTE () SKOHOMHA MECTS

Buneo Ayn
Avpextopus Bnocte YreHwe Sanuce Yrenue
R/ e
' v v v
v el 776.04 IE ceofoano us 930.45 16

Puc. 8: HacTpoiiku KomnbloTepa cepeepa

Ona nonyyeHuns bonee noapobHoi nHPopmauum no HacTpoike obbekTa « FaceX: CepBep» obpaTuTechb K
nokymeHTauum no CbU SecurOS FaceX.
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3.2. Hacrpoiika apaiiBepa

Mepen Havanom paboTbl Cc ApaiiBepom Heobxogumo f06aBuTbL ero B pasgene «[paiisepbi».
Hob6asneHne papaisepos B K «BactMoH-3» onucaHO B AOKymeHTe «bacmuoH-3. Pykosodcmeo
adMuHUCmpamopa».

CHavana cneayet BblbpaTb NyHKT «KoHdurypatop» ana apamsepa «bactnoH-3 — SecurOS FaceX» B
pasgene agparisepos «MaHenb ynpasaeHus» MK «bactmoH-3» (Puc. 9).

‘ ,\,(‘ MaHens ynpasneHuns AMK "bactnon-2" Onepatop: q

-0

OcHoBHOe MeHi0 ¥ [lpaiiBepbl

EE Cepsepbl 06opyaosaHus o} YnpasneHvie Apalisepamu T\ CuHxpoHu3aumsa BpemMeHu

= PeaaktuposaHue cnvcka cepeepos W%  3anyck/octaHoB cepBepoB o6opyaoBaHNsA == HacTpoiika NnapameTpoB CMHXPOHU3aLMM
obopyAoBaHWA, 3K3eMMNNAPOB ApaiiBepos BpeMeHMN Mexay cepeepamut
1 COM-nopTtos obopyaoBaHKa 1 obopyaoBaHUEM

BactnoH-2 - Elsys v2

3 88 B &
Kondurypatop Mpoduan Vhnunannsauna BoccraHoBneHne
HacTpoek HacTpoek npoTokona
nepcoHana nepcoHana cobbiTuii

bactnoHn-2 - SecurOS FaceX

\#
P &
KoHdurypatop CuHxpoHusauma
KapT gocTyna

Puc. 9: HacTpoiika gpaiisepa «bactmoH-3 — SecurOS FaceX»

OKHO KOHdUrypatopa npeacTaBneHo Ha Puc. 10 u coctouT w3 aepeBa KoHOUIypauuu, naHenu
WHCTPYMEHTOB U BKIAAKMU C MHPOPMaLMEN.

[na HaCTPOMKM MOAYNA NHTErpPaLMK CAeAYeT BbINONHUTL Caeaytolmne AeNCTBUA:

YCTaHOBUTb 06LLME HACTPONKM PaboTbl CUCTEMBI.

[Jo6aB1Tb U HAaCTPOUTbL coeanHeHus ¢ cepepamm SecurOS FaceX.

MonyunTb CNUCKM Kamep ¢ cepepoB SecurOS FaceX 1 HacTpouTb A8 HUX PEXKUM PaboTbl.
[o6aBuTb ANA Kamep TOYKM NPOXoAa U ONpeaennTb PEKUMbI JOCTYNA AN HUX.

vk wN e

[do6aButb 4NA Kamep HeobxoaMmble BUPTYaNbHbIe TOUYKM NPOX04a U ONpeaennTb HanpasaeHus
npoxoaa.

6. Hactpoutb CKY[, ana aByxdakTopHOM ayTEHTUDMKALMM, ECIM 3TOT PEKMM A40CTYyNa
ncnonb3syercs.
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B ' Bactno-3 - lManens ynpaenedna Onepatop: g - O X
OcHoEHoe MeHio ¥ [paiieepkl ¥ SecurOS FaceX. Kondurypartop

H X | &

q MNapameTpsl

rl E fx
i O6lme HacTpoiikn
rl ? Cepeeptl Secur(5 FaceX
4 g SFX Cepsep 01

4 % Bxog & odmc

Mepenasate MO nepcombl Ha cepeepal Securd | Her '

(&} Touka npoxoga 1.02.01

Kauecteo cxxatua dotorpadui, %
Uenoe uucno

Puc. 10: KoHdurypatop apaieepa «bactnoH-3 — SecurOS FaceX»

3.2.1. OcCHOBHBIE HACTPOMKH
B OCHOBHbIX HacTpOlKax onpeaenatoTca cneayoume napameTpbl:

Kauecmeo ¢omoepaghuli, % — KayecTBO CKATUS M300pa)KeHUI C BUAEOKamMep, nepesaBaemblX C
cepsepoB «SecurQOS FaceX» B MK «bacTnoH-3» npu cobbiTUAX npoxoga. Cneayet UMeTb B BUAY, YTO 3TK
¢doTorpadmmn ncnonb3yroTca gna:

1. OtobpaxeHus B pacClWIMPEHHbIX cooblleHMAXx rnaBHoro okHa [K «bBactMoH-3» npu
BO3HWUKHOBEHWNM COObITUIA;
2. CoxpaHeHus B }KypHan cobbiTnii MK «bacTMoH-3» BmecTe ¢ cobbITUAMM.
He pekomeHAayeTcA BbICTaBAATb MNOIOKEHME NO3YHKA 6M3KO K MaKCMMabHOMY 3HAaUYEHMIO LWKabI, TaK
KaK 3TO CU/IbHO YBE/IMYMBAET 3aHMMaemMoe n3obparkeHmamn mecto B b/,

Mepedasame ®UNO nepcoHbl Ha cepsepa SecurOS — nNpu yCTaHOBKEe 3TOM onuuu Ha cepsepa SecurOS
FaceX byaet 3arpyatbcAa nosHaa uHbopmaumnsa o Bnagenbue Kaptbl (PUO, doTorpaduna, Koa KapThbl).
Mpu BbIKAHOYEHHOM HAacTPoOMKe Ha cepBep «SecurOS» nepenatoTcs TONbKO Kog KapTbl U GOTO NEePCOHbI.

3.2.2. HactpouKa coeguHeHui c cepepamu SecurOS FaceX

B y3en «Cepsepbl SecurOS FaceX» gobanatotca cepBepbl pacnosHaBaHua. [na nobaBaeHUs HOBOFO
cepBepa cneayeT HaxaTb KHOMKy = «/[Jo6aBuTb CepBep» Ha MaHeNM UHCTPYMEHTOB KOHPUrypaTopa,
ONs yganeHua — KHonky — «Yganutb». HacTpoiku nogkntodeHuna K cepsBepy «SecurOS FaceX»
npeacTaBAeHbl cneayrowmmm napameTtpamm (Puc. 11):
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B | Bactuon-3 - MaHens ynpaenenus Onepatop: q — O X

OcHoBHoe MeHlo ¥ [paiieepbl ¥ SecurOS FaceX. Kondurypatop

BEX|+— &S

Mapametpel

Fl E sfx
@ 06 LME HACTPOMKM
40 Cepeepnbl Secur(S FaceX
4 B SFX Cepeep 01
4 % Bxop & oduc

~ Obwme napameTphl

HazeaHwe

o

¥ Hacrpoiixm nogenoverns

SFX Cepeep 01

Cepse
18, Touka npoxoga 1.02.01 peep

IP-agpec 192.168.22.20
Mwma nonesoearens User
Mapans - B
Mopt FaceX 21093
Mopt Rest API 8888
WMcnonezoeate asyxbakToprHye ayTeHTUbMKaL | Het N
Hazeanune
Crpoka gnvHo# ot 1 go 255 cumeonoe
OBA2aTensHBIlA NapameTp

Puc. 11: HacTpoiiku nogkntoueHus K cepepy SecurOS FaceX
Ha3saHue — Npon3BobHOE TEKCTOBOE Ha3BaHWeE cepBepa.
IP-adpec — IP apgpec cepBepa «SecurOS FaceX».
Uma nonsvlosamersa —nma nonb3osatena SecurOS Ana NOAKAKOYEHUA K cepeepy.
Maponb — Nnaposb yKa3saHHOro N0Ab30BaTeNA 414 NOAKAOYEHUSA.
Mopm FaceX — nopT noaxntoYeHuns K cepeepy «SecurOS FaceX» (3HayeHne no ymonyaHuio 21093).
Mopm RestApi — nopT noakAtoyeHus K cepsepy «SecurOS» no REST API (3HauyeHue no ymonyaHuio 8888).

Ucnonse3osame 08yxchakmopHyo aymeHmugukayuto Ha cepeepe SecurOS FaceX — BKAOYEHME peXnma
ABYX$AKTOPHOM ayTeHTUDMKALUKM Ha CTOPOHE ApaiBepa.

BHumaHue! [na pabomoel 08yxgpakmopHoli udeHmupuKkayuu 00X HbI 6biMb BbIN0HEHbI
coomeemcmeyroujue Hacmpoliku Ha cepgepe SecurOS FaceX (cm. n. Hactpoika CBU SecurOS
FaceX).

Mocne yKasaHWa Bcex NapamMeTpoB MOAKAOHEHUA HEOBXOAMMO COXPaHUTb CAenaHHble HaCTPOMKK = .
Mpyn 3TOM aBTOMaTUYECKM BYAET yCTaHOB/IEHO COeAMHEHME C CEPBEPOM.

MpyY ycnewHoM COeAMHEHUWN C CEePBEPOM, AJ1A MOJYyYeHUs CMUCKA AOCTYMHbIX Kamep pacrno3HaBaHUs
ML, HeobxoAMmo nepenTu Ha BKAagKy «KoHodurypauma» v BbINOJHWUTL MMMOPT CNUCKA, Ha)KaB Ha

kHonky [ Wmnopr.. (Puc. 12).
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B " BactuoH-3 - Manens ynpasnedua Onepartop: q — O X

OcHoBHoe MeHio ¥ [lpaiieepbl ¥ SecurOS FaceX. Kondurypartop

H X — @ F

x Q Kondurypauns
Fl E sfx

i OBlme HacTpoiKu

NmnopT koHdurypaumum

MonyueHne kamep pacnosHaeaHwa any “SecurOS FaceX"
40 Cepeepel SecurOS FaceX

_ @1 -
4 | srx Cepsep 01 @s;_ Wmnopr us o6opyaosaHna ,2} OuncTia TekyWen KoHbUrypauum
4 % Bxog & otuc

& Touxa npoxoaa 1.02.01

Puc. 12: UmnopT cnucka Kamep pacnosHaBaHUA aul,

Mpwn ycnewHoM YTEHWW CMMCKA Kamep MOABUTCA MOLANIbHOE OKHO Bblbopa HacTpoek mmnopTa. Ecam
OTMETUTb MYHKT «3aMeHATb Ha3BaHMA YCTPOMCTBY, TO paHee OTpPeAaKTMPOBaHHble Ha3BaHWMA Kamep
3aMeHSATCA Ha Ha3BaHMA, NoJlyYeHHbIe C cepBepa pacnosHasaHus (Puc. 13).

VimnopT KoHbUrypaumnm

Hacrpoiiku umnopta

33MEHRTE HA2B2HUA YCTPOMCTE

Otmena

Puc. 13: 3anpoc 3ameHbl
Ha3BaHUA Kamep

Mo HaXKaTUIO KHOMKK y(:} OumcTka Texywed KOHGWIYPaUMK  BbINONIHAGTCA OYMUCTKa BCeX HaCTpoOeK

BbIOPaHHOrO cepBepa Pacno3HaBaHWA U yaaNeHUe BCeX L04YepHUX YCTPOMICTB.

3.2.3. HacTtpoiika pa60Thl C KaMepaMu

MonyyeHHble Kamepbl Pacno3HaBaHWA AL, 0TOBPaAXKAKOTCA B AepeBe YCTPOWCTB KaK A04YepPHUE 3/1eMEeHTb!
cepBepoB pacrno3HaBaHuA. A HAacTPOMKKM paboTbl Kamepbl B COCTaBe ApaliBepa HeobxoaAnmo BbibpaTb
Kamepy B gepese ycTpoicts (Puc. 14).
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B | Bactuon-3 - MaHens ynpaenenus Onepatop: q — O X
OcHoBHoe MeHlo ¥ [paiieepbl ¥ SecurOS FaceX. Kondurypatop

B X +-— & &

Fl E sfx
@ 06 LME HACTPOMKM
40 Cepeepnbl Secur(S FaceX
4 B SFX Cepeep 01
4 % Bxop & oduc

2

Hazganue B ofuc
18, Touka npoxoga 1.02.01 Bxoa B o a%,

Mony4ats cobbimna ot FaceX la ~

~ TapameTpu oGpaboTkn

Bpemn urHopupoBaHua nosTopHod naeHtugy | 10

0BpabarTelEaTh COBLITMR AETEKTOPA MaCoOK Het ~
ObpabareieaTe cOBMITMR AeTekToOpa nogmetsl | Het ~
Pazpewnte cobemua hoTodukcaumm la '

Aapec

Llenoe uucno
OBA2aTensHBIlA NapameTp

Puc. 14: HacTtpoiika napameTpoB paboTbl Kamepbl pacno3HaBaHUA UL,

HaszeaHue — TeKCTOBOE Ha3BaHME Kamepbl, MOJlyYEHHOE C CepBepa MpM MMMOPTE MM aBTOMATUYECKM
cosgaHHoe. MoxeT 6bITb MU3MEHEHO MO YCMOTPEHMIO.

Monyyams cobbimua om FaceX — BKAtoYeHUe/oTKNoUYeHUe 06paboTku cobbiTMiA OT Kamepsbl. [lo
YMOIYaHUIO BKAKOYEHA.

Bpems uzHopuposaHusa noemopHoli udeHmugpukayuu — napamemp 3aaaeT Bpems, B TeYEHUE KOTOPOro
NMOBTOPHOE onpeaefieHne NepcoHbl B 30He 0630pa Kamepbl byaeT NPoUrHopUpPoBaHo.

Obpabameisameb cobbimus OemeKkmopd MACOK — NPW BKAKOYEHUW 3TOW onuum apaiisep byaer
NPMHMMaTbL COBbITUE O HAIMYMM MACKM Ha /iMLEe YenoBeKa oT cepeepa SecurOS FaceX. B cnyyae, Korga
BK/toueHa poTodumKcauma, apaieep byaet reHepupoBaTb COOLITUA C NPUNUCKOM «OTCYTCTBYET MacKal.
Ana pexxuma naeHTMeUKaLmMmn n pexkuma AByxpaKkToOpHOM ayTeHTUPUKALMKN AETEKTOP MACoK ABAseTCs
OOMNOJIHUTENbHBIM KpuTepuem npoxoga (Puc. 15).
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&8 BHumanme! X

BupTtyanbHas Touka npoxoga 2.11.01:
3a¢umkcuposaHo avuo npu Bxoge. OTcyTcTByeT
macka!

'\\n

oK

Puc. 15: OTKas aocryna — oTCcyTCcTBUE
MacKu

Obpabameisamb cobbimus demeKmopa nMoOMeHs! UYA — NPW BKAOYEHUM 3TOM onNuuK Apaisep byaet
NPMHUMaTbL CObbiTUE 0 BO3MOXKHOM NoameHe nuua. B cnyyae, koraa BrkatoveHa potodpuKkcauma, gpaiisep
byneT reHepMpoBaTb COOLITUA C NPUMNUCKOM «Bo3mMoXKHa nogmeHal». [na peuma naeHTuduKaumm um
pexuma AByXPaKTOPHOW ayTeHTUOMKaALMM [eTeKTop MOAMEHbl NMLA ABNAETCA AOMNOJHUTENbHbIM

Kputepuem npoxoaa (Puc. 16).

## Brumanme! X

| Bupry Touka npoxoga 2.11.01:
SadmKcMpoBaHo AL Npw Bxoge. BoamoxHa
nopmMeHal

\\ |

OK

Puc. 16: OTKas AocTyna — BO3MOXHa
noameHa amua

BHumaHue! []ns nonyueHus cobbimuli 0emekmopa MAcoK U 0emeKkmopa rnoomeHs! AUYya Ha
cepsepe SecurOS FaceX 05 eblbpaHHOU Kamepbl 00X HbI 6biMb B8KAOYEHbI onyuu «emeKyus
MAcCoK» U «3awuma om noomeHsl auya» (cm. n. Hactpoiika CBM SecurQOS FaceX).
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Paspewiums cobbimue ¢omogukcayuu — nNpW  OTKAOYEHWM 3TOM onumu gpaiisep He byaet
reHepunpoBaTb cobbITUA «3aPUKCUPOBAHO ANLLO» B HOBOM M3 BbIBPAHHbIX PEXMMOB NPU 0BHaPYXKEHUN
nmua.

CnepyeT yuuTbiBaTb, YTO COBbLITUA OBHAPYKEHUA NMLA FreHePUPYIOTCA NPU NOABAEHUU U3BECTHbIX UK
HEM3BECTHbIX /UL, B Moje 3peHMA Kamepbl. MMEHHO K 3TMM cobbiTMAM MoryT 6biTb MPUKpenaeHbl
¢dotorpadum c m3obparkeHMeM pPacno3HaHHOM NepcoHbl. B uensax akoHomum mecta B B moXKHO
OTKNHOUYUTb reHepaLmio 3TUX COBbITUI ANA OTAENbHbIX TOYEK NPOX0Aa.

3.2.4. Touku npoxoja

K Kark4ol Kamepe pacno3HaBaHWA MOMKHO NPUBA3aTb GU3MYECKYIO U/UAN BUPTYabHYIO TOUKY NPOXOAa.

Ons atoro HeobxoaMmMo BbIGpPaTb Kamepy B AepeBe YCTPOMCTB M HaXKaTb KHOMKY «[106aBUTb» + nnm
LLLeNKHYTb NPaBOM KHOMKOW MblILLK 1 BbIBpaTb TMN A0baBasemolt Touku npoxoaa (Puc. 17).

B ' Bactuon-3 - Manens ynpasnenus Onepartop: q — O X
OcHoeHoe meHwo ¥ [paieepsl » SecurOS FaceX. Kondurypatop
BX|+- |8 &
Mowuck Q MapameTpol
4 E sfx
G OBme HacTpoiikv
4 ? Cepeepnl Secur0S FaceX
4 B SFX Cepeep 01
%, Bxoa,
+ Aobasus ' I-[-g] [Nobasus Touka npoxoga |(°A B oduc o
Sl LU M AcBasuts BupTyansHas Touka npoxoaa o
¥ TapameTpol 06paboTkn
BpemMA MrHopypoBaHWA NoETOPHOW naeHTMgY | 10
0bpabarelEaTe COBHITMR AETEKTOPA MaCOK Her ~
OBpabaTeiEaTe CODMTURA ASTEKTOPE NOAMEHE! | HeT N
PazpewnTe cobumma hoTodmnkcaumnm da N
Agpec
Llenoe uucno
OBRzaTeneHbli NapamMeTp
Puc. 17: lo6aBnaeHne TO4KM Npoxoaa
3.2.4.1. dusnyecKue TOYKU Npoxosa

BbibpaB npu pobaBneHMn nNyHKT «TouyKa npoxoda», OyAeT OcCylWecTB/eHa MNpuBsA3Ka Kamepbl
pacno3HaBaHWA K cUMTbiBaTeN0 $GM3MUECKON TOYKM npoxoda (aBepwn, TypHUKeTa, BOPOT). HacTpoiku
NPUBA3KMU U GYHKLMOHUPOBAHMA TOYKM NPOXoaa UMEIOT cneayowmii sua (Puc. 18).
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B Bactuon-3 —MNanens ynpaenedna Onepatop: q — O *
OcHoBHoe MeHto ¥ [paiieepbl ¥ SecurOS FaceX. Kondurypatop
H x — =Ty
Mowmc Q Mapamerpsl
4 E sfx
% OBwme HacTpoiikn
49 Cepeepol Secur0OS FaceX ~  OBuwme NapaMeTpsl
4 | sFx Cepeep 01 T 1
4 % Bxop, 5 ot
_— HazeaHue Touka npoxoga 1.02.01 009\
(&) Touka npoxoaa 1.02.01
ABTOMETHHECKOE NOATEEPAAEHNE Het v
Bpema oxwAaHWA NOATEESPXASHWA 10
MprEASaHHBIA CHMTLIBATEADL Aeeps 3.3.1 R1 ~
Pextvm paboTthl
Cnncok 3HaYyeH Wi
OBR3aTensHBIR NapaMeTp
Puc. 18: Hactpoiiku pabotbl pu3nueckoit TOUKM Nnpoxoaa
HazeaHue — TeKCTOBOE Ha3BaHME TOYKM MPOXoda, CBA3aHHOM C Kamepon. HassaHue 6Oyaer

¢urypmMpoBaTtb B COBbITMAX CUCTeMbl pacno3HaBaHuA (HO He CKY/[). MoxkeT 6biTb M3MEHEeHO Mo
YCMOTpPEHMUIO.

Asmomamuyeckoe noomeepioeHUe — onuma Heobxoanma Npu BPeMEHHON HEeUCNpPaBHOCTU cepBepa
SecurOS FaceX, ee BKAOYEHME AaBTOMATUYECKM MOATBEPXKAAET AOCTYN NPU UCMOAb30BAHUKN pPEXUMA
0BYX)aKTOPHOMN ayTeHTUDUKALUK.

Bpemsa oxcudaHusa noomeepxcdeHua docmyna — 3afaeT BPEMA OXUAaHWA NOATBEPKAeHMA AocTyna
MepPCoHbl B pesknme aAsyxdaKkTopHOM ayTeHTUdUKaumMm (MUHUMaNbHOE Bpems 3 ceK, MakcumasbHoe 60
cek.).

MpueAsaHHbIG cyumeleamesnb — CYUTLIBATENb TOYKM MPOXOAA, HA KOTOPbIM ByaeT nepenaBaTbCA KOZ,
KapTbl no/ib3oBaTens B pexume WMaeHTUOMKAUMM WAM KOMaHAbl MOATBEPXAEHMA B peume
[ByxdaKTopHOI ayTeHTUdUKaUmK.

Pexcum pabomsl — onpepenseT pexum npeaocTaBaeHUA AoCTyna Ans BblbpaHHOro HanpasaeHuA
npoxoaa. [locTynHbl cneaytolime BapuaHTbl:
Jlocmyn mosbKo Mo Kapme — B 3TOM peXnume ToUKa npoxoda byaet paboTtatb 6e3 Mcrnosib3oBaHUsA
61uomeTpruUecKon naeHTudUKaLMm. ITOT PEXUM MOXKHO BbIBMpPaTb, ecan HeobxoaAMMOo BpeMeHHO
OTK/IIOUNUTb PEXUM MAEHTUDUKALMN.

Jocmyn 8 pexcume udeHmugpuxkayuu (Mo AuUy uau No Kapme) — B 3TOM penume AocTyn byaer
npeaocTasnaTbca AM60O Npu ycnewHow uaeHTuduUKkaumm no auuy (6e3 npuMKnaapiBaHUA KapTbl
poctyna), nMbo npu nNpeabABAeHMM KapTbl K CYMTbIBaTeN0. ITOT pPeXMm Bblbupaetca no
YMONYaHMUIO.

Locmyn e pexume 08yxghakmopHoli aymeHmuguKayuu — B 3TOM PEXUME NPU NPeabaBAEHUN
KapTbl K cuuTbiBaTento, apamBep SecurOS FaceX npoBepseT, 6bl0 AW pacno3HaHO AULO
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B/lagenbla KapTbl B npegenax BPEMEHU OXWAAHWUA MOATBEPXKAEHMA AOCTyna A0 WAW Mocne
npeabasaeHns Kaptbl. Ecnm oT cepeepa SecurOS FaceX npuxogut cobbitve 06 naeHTUdMKaumm
nocetTutens, To gpaliBep BblAaeT NOATBEPKAEHNE/0TKas B AoCTyne.

3.2.4.2. Hactpoiika CKY/l an4a aByxdakTopHOM ayTeHTUPUKALUU

[na obecneyeHna paboTbl cumTbiBaTENA cCOBMECTHO ¢ CEU B pexxnme aByxpaKTOpHOM ayTeHTUdMKaLMK
HeobxogMmo, 4Tobbl B HacTpoKax obopysoBaHua CKY[ Elsys (HacTpoku B ABTOHOMHOM
KOHdUrypaTope) A4/ COOTBETCTBYIOLLEIO CYMTbIBATENsA Oblna BKAOYEHa onumsa «loaTeepKaaTe AOCTYN
AN KapT ¢ nosiHomoumamm "[loctyn ¢ noarsep:kaeHnem'" » B 6/10Kke HacTpoek «MonHomMoumnA gexypHoro
onepartopa» (Puc. 19).

OcHoBHele | AononHUTensHBIE | JoCTYN No HECKONBKWMM KEpTaM | YnpasneHwe

MMa ycTpolicTEa: |.\|J.BE|:Ib 1R1 Homep cumToiBaTens: 1
Vicnonk308aTh yoTpoiicTea Pone c4vTeIBETENA:
(®) CunTbiBaTENL - -
O Knasuatypy
() CuMTBIBATENL W KNABMATYPY AHENWIMPOEATE YAEMKAHME KNMoYa/ kapTel

() BMOMETPMYECKMIA CUMTEIBATENE

MonHoMO4MA AEXYPHOrO ONepaTopa
[(JnoaTeepxaaTts AGCTYN ANA HAPYLUMBELMK BPEMEHHYIO SOHY
[o,
MoATEEKAETE AOCTYN ANA KAPT € NOMHOMOYHAMA “[lOCTYN ¢ NoATEEPHAEHUEN "

Puc. 19: NapameTtpbl cuntbiBaTena B Hactpokax CKY/ Elsys

Ha BKnagke «[ononHuTeNbHble» HEobXoaMMO BK/OUYMTL ONuMIO «MOHUTOPWMHI NpPeaoCcTaB/eHus
poctyna» (Puc. 20).

OcHoBHele | JononHuTensHee | JocTyn No HECKONBKMM KapTaM | ¥YnpasneHue

MoHMTOPIH cobrmii

| MDHMTDDMHI’ NpefocCTaENeHKMA AoCTyNa |

[¥] MoHMTOpMHT cofiemii “efictere 17, "AeficTene 27, "AeficTene 3"

MoHWUTOPWHT CoBbiTHiA TIoCTEaHOBKE Ha 0XpaHy ™, "CHATKME C oXpaHbl”,
¥ aep#aHie KnoYafkaptel”

[LocTym NPy HAPYLUEHMAX PEXMME

Puc. 20: HacTpoitka MOHUTOPUHra cobbiThii
cuutbiBatens CKY[ Elsys

Bcem nponyckam, KOTOpble LO/IKHbI MMETb AOCTYN Ha CYMTLIBATENAX, PaboTaloWMX B pexume
ABYXaKTOPHOW ayTeHTUOMKALMM, JoMKeH bbiTb 3aaaH Mpoduab nepcoHana, B HAaCTPOMKaxX KOTOPOro
O0JIKeH BbITb yKasaHbl nofHoMoums «ocTyn ¢ noatsepKaeHuem» (Puc. 21).



5’ bactnoH-3 — SecurOS FaceX. PykoBoACTBO aAMUHUCTPATOPA 19

OcHoBHOe MeHo » [paiiBepbl Elsys v2. Mpodunn nepcoHana

+v —|H X =
JlnR nocromkHex KapT Hassanue npoguns: | Mpoduns € noaTsepxaermen

Ann speweruix K3pT e T £ AR

flng pasosix KapT
Pexxum poctyna
[locTyn Tonexo no PIN-kogy
| Boctyn Toneke ne kapre
Mpoxoa B PEXMME OrpaHMuEHIA AOCTYNa

He npeaocrasasTe accTyn

¥npasaeHwue oxpaHoR
Npaso craswTs Ha oxpary

Mpase cHimMaTs © oxpans!

DopMUpoBaTh coBLITHe
@) Her cobuiuii

[efctene 1

[eicrsne 2

Lesicane 3

MNonHomouuna
OBbiusse

@ [locryn ¢ noaTEEpRasHUEN
Mpa&o conpoEoxAaTs
Mpa&o noATeEp*AaTE AOCTYN

Puc. 21: NonHOMOuUMA NPONYCKOB ANA A0CTYNA B peXXume ABYXPAKTOPHOU
ayTeHTUUMKaLUmn

Ons pabotbl ABYxPaKTOPHON MAEHTUPUKALMM HEeobXOoAMMO NPOBECTU AOMOJHUTENbHbIE HACTPOMKM
Apansepa u cepeepa SecurOS FaceX:

e B HAcTpoWKax ApaliBepa ans BbIBpaHHOrO B AepeBe YCTPONCTB cepBepa pacno3HaBaHWA
YCTAHOBWUTb NYHKT «Mcnosib3oBaTb MHOrodakTopHyto CKY/-ayTeHTMdUKaLMIO Ha cepBepe
SecurOS FaceX» (Puc. 11).

e B HacTpolikax cepBepa SecurOS FaceX gOMNOAHUTENBHO BKAKOUYNTL onumio « MHorodaKkTopHasn
CKY[-ayTeHamnduKaLma», HACTPOUTb BpemMsa OXuaaHuna sepudurKaummn n nopor nogobus gns
pexnma CKY/.

3.2.4.3. BupTya/ibHBIE TOYKH IPOX0AA

BupmyaneHas mo4yka npoxo0a He CBA3aHa C peasibHbiM NPerpaxaaroLLmnm yCTPOMCTBOM, HO NO3BOAAET
OTC/NIEXXMBATb MECTOMOJIOXKEHNE MEepcoHana M MOoCeTUTeNe B 30HAX, KOHTPO/IMPYEMbIX Kamepamwu
BUAeOHabiloaeHNs, NOAKNOYEHHBIMU K cepBepam SecurOS FaceX.

BupTyanbHaa Touka npoxoga npeactasnseT u3 ceba obbekT «[Bepb» C NPUBA3AHHLIM K HEeill 04HUM
cunTbiBaTeniem. Takum 06pasom, BUPTyasibHble TOYKM MPOXOAA MOMKHO WCMO/Ib30BaTb M B YPOBHAX
A0CTyna (COOTBETCTBYIOWMIA CUNTLIBATENDb), N B 061acTAX KOHTPOAA (Kak ABepb). BupTyanbHble TOUKK
npoxoAa Bceraa ABAATCA O4HOCTOPOHHUMMU (TO ecTb, PpaboTatoT MK Ha BXOA, WX Ha BbIXoA4).

YT06bl CO3A4aTb BUPTYa/NbHYIO TOYKY MPOXoAa CO cyMTbiBaTesieM HeobXxoaMmo BbiBpaTb Kamepy U npu
£06aBNeHNN HOBOMO A0YEPHErO YCTPOMCTBA BbI6paTh NYHKT «BMPTyanbHaA TOYKa NPOXo4a».

B HacTpoiKax BMUPTYyanbHOM TOYKM MPOXOAa MOMKHO 3a4aTb TEKCTOBOE HasBaHMe. A B HaCTpOMKax
BMUPTYa/NIbHOTO CYUMTbIBATENA — HanpaB/AeHWe NPoXoaa, 3a KoTopoe OH byaeT oTeeyatb (Puc. 22).
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B Bactuon-3 —MNanens ynpaenedua Onepatop: q - O X
OcHoeHoe metto ¥ [paiieepbl ¥ SecurOS FaceX. Kondurypatop
H x| P
Mowe Q Napamerpsl |

Fl E =fx
3 O6lwme HacTpoiiku
4 B srx Cepeep 01 Anpec ]
4 % Buog B oduc B . .
4 [ Bupryansas rouxa npoxoas 10201 HazsaHue BupTyantHuii cuuteisatens 1.01.02.01 o',
[l Buptyanemeii cuurmisatens 1.01.02.01 Tun yerporicrea CuuTEizaTens
ANpaENeHWe NpoXoga Bxopg N
Hanpaenesue npoxopa
Cnncok 2HaueHui
Puc. 22: HacTpoiiku BUpTyanibHOI TOUKMU NpOXoAa
HaseaHue — TeKCcTOBOE Ha3BaHMe, npmnceBoeHHOEe BUPTYa/ZIbHOMY CYUTbIBATEIO.
HanpaeneHue npoxoda — BXxo4 wanm Bbixoa. OT Hanpas/ieHMA npoxoaa 3aBUCAT CBA3adHHbIe C

BUPTYa/IbHOM TOYKOM COBbITURA:

e Bxoa/Bbixoa B 30HY, BO3MOXHa NoameHa

e  Bxoa/BbIX0A4 U3 30HbI

e 3admMKcmMpoBaHO AMLO Npu BXoae/Bbixoae

e 3aduKcmposaHo AMLO Npu Bxoae/Bbixode (6e3 mackm)

e 3admMKcMpoBaHO AULO Npu BXoAe/Bbixode. BoamoxHa nogmeHa!

4. Pa6oTa B LITATHOM peXKuMe

4.1. Onepaumu c NponycKamu
Bce BblgaBaemble B cucTeMe nponycka ¢ ¢potorpadmeit CMHXPOHM3MpPYOTCA ¢ cepBepamm SecurQOS FaceX

B MOMEHT YCTAaHOBKWU CBA3UN C HUMU.

Mpu nepBMYHOM 3anycke ApaiiBepa WAM MNPU HAZMYUU HE CUHXPOHWU3MPOBAHHbLIX 3anucel ecTb
BO3MOXHOCTb 3aMnyCTUTb B PYYHOM peXxnume NpoLLecc NOJHOM CUHXPOHU3aALLMK KapT goctyna 6a3 AaHHbIX
«BacTnoH-3» u SecurQS FaceX. Ons sToro HeobxoAnMMO 3anycTUTb GOPMY YNpaBAEHUS CUHXPOHM3aLUMEN

NPV NOMOLLM KHOMKK B NaHenn ynpasaeHnsa « CUHXPOHM3aUMA KapT AOCTYNa Cueoncaws » (PUC, 23).
KapT gocTyna
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NoATEEp¥OSHKE TYDHUKET
haKTUYECKOrD -
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KapPTE AOCTYNA KO[, kapThl LOCTYR D
BacTmoH-3 - —>| Elsys-MB
Elsys »
YPOBHW A0CTYNA
Elsys-MB-Net
Puc. 24: PaboTa cuctembl B peXxume uaeHTMduKaumm
;{“ MaHenb ynpasnerus AMK "Bactvon-2" Onepatop: g T/ - 0O X

OcHoBHOe MeHIo 2 [lpaiiBepbl # CUHXpOHM3aLMs KapT AocTyna

T
% BHuMaHme!
| Cepsep 01 CuHXpOoHM3aLUMa KapT A0CTyna Ha cepeeep SecurOS MOXET BbIMONHATLCA ANUTEbHOE BPeMa.
Mpouecc BO3MOXHO MpepBaTh B 1060/ MOMEHT U/IN OCTaBUTh €r0 BbIMOAHATLCA
CepBep A0NONHUTENbHBIN 8 GOHOBOM pexmMme.
Cepsep 13 CUHXPOHU3AYUS...

@ 3anycTuTb CUHXPOHM3aLMIO

Puc. 23: OKHO 3anycKa CMHXPOHMU3ALUM KapT AocTyna

B cnucke cepeepoB oTobparkatoTcs Bce cepsBepbl FaceX, npu 3Tom cepBepbl, C KOTOPbIMU HET CBA3M,

HeaKTUBHblI N HEOOCTYMNMHbl OANA Bbl60pa, a CepBepbl, Ha KOTOPbLIX yXe naet d)OHOBaFI CUHXPOHWM3aLUA,
MMEIT COOTBeTCTBYI-OLLI,Mf;I CTaTyC U TOXXe HeAOCTynHbl AnAa Bbl60pa.

Mpu BbIbOPE CEPBEPOB, Ha KOTOPbIX TPEBYETCA NPOM3BECTU CUHXPOHM3ALMIO KapT AOCTYNa, CTAHOBUTCSA
aKTMBHA KHOMKA «3anyCTUTb CUHXPOHMU3ALMIOY.

Mpouecc B No6oi MOMEHT MOXKHO OCTaHOBUTb UM nepesectn B d)OHOBbIVI pPeXnm, HaxXaB KHOMKY
OTMEHDbI U Bbl6paB cooTBETCTBYHOLLEE ,EI,EVICTBVIE B OTKpPbIBWEMCA AManore.

M3meHeHMA npu onepaumsx C MPOMyCKamMu, BKAOYAA WM3MeHeHUa d¢oTorpaduii, aBTOMATUYECKU
nepepatoTca M 3anucbiBatotca B SecurOS FaceX. Ecav no Kakol-To npuunHe (HekadectBeHHoe ¢OTO,
6onee oaHOro nMua Ha ¢poTo) Nponyck He coxpaHunca B SecurOS FaceX, 6yaeT BbiaaHo cobbiTMe «<PUO
nocetutenn>: He yaanocb CHHXPOHM3MPOBATb NPONYCK ¢ cepBepom SecurOS FaceX: <TeKcT owmnbku>».
Mpu otcytctBuM doTorpadmm B CUHXPOHMU3MPYEMOM Mponycke byaeT BblgaHo coobuieHne «<®PUO
nocetutena>: NMponyck 6e3 potorpadum He 6ypeT 3arpyreH Ha cepeep SecurOS FaceX».

BHumaHue! Ecau y nepcoHsl 8 B/] ecmb HECKOMbKO GKMUBHbLIX MPOMYCKO8, MO CUHXPOHU3AUUSA
8bIMOAHUMCA MOsbKO 0414 nepeoli 3anucu, HalideHHol 8 6a3e OaHHbIX.




5’ bactnoH-3 — SecurOS FaceX. PykoBoACTBO aAMUHUCTPATOPA 22

4.2. PexuM uaeHTUPUKALUU

B perkume naeHTMOUKALUM JOCTYN NOCETUTEN0 MOXKET BbITb NPeaocTaBieH NMO60 NPU Pacno3HaBaHUK
ero ainua, AMbo Npu NpesbaBAEHUN KapTbl K CYUTbIBATENIO (€C/IN CYUTLIBATENb YCTAHOB/IEH M aKTUBEH).
Ona nonyyeHua p[ocCTyna Ha TOYKe MNpPoOXoda NOCETUTEN0 AO0CTaTOMHO BCTaTb HAMNPOTUB Kamepbl
BuAeoHabntogeHuns. CBU SecurOS FaceX npoaHanusmnpyet n3obparkeHue nLa NoceTuTens, nosyyeHHoe
C KaMepbl, U CPABHUT ero ¢ poTorpaduammn BCcex akTUBHbIX NPOMYCKOB B cucteme (Puc. 24).

Mpu nosABAeHUN B noJsie 3peHusa Kamepbl Anua B «bacTMoH-3» 6yaeT BbigaHo cobbiTe «<Ha3BaHue
TOYKM npoxoga>: 3adpuKcUMpoBaHO nMUO npu Bxoge/Bbixoge» C npusaAsaHHOW ¢oTorpaduein
nocetTuTens, NONYYEHHOW C Kamepbl BUAEOHabNOAEHMA, eCAX reHepauma cobbiTuii doToduMKcaumm He
OTK/IOYEHa B HAaCTPOMKax HanpasaeHua npoxoaa (n. 3.2.3). Mpwu BKAOYEeHHON 06paboTKe cobbITUIN OT
[EeTeKTopa MacoK B C/ly4ae, ec/iM Ha Pacno3HaHHOM JinLe OTCYTCTBYET MacKa, byayT npuxoanTb cobbITUA
«<Ha3BaHue Touku npoxoga>: 3adpuKcMpoBaHo MU0 Npu Bxoae/sbixoae. OTcyTcTByeT mackal!». Mpwu
BK/IIOYEHHOM 00paboTKe cobbITUI OT AeTeKTopa NOAMEHbI NLLA B C/lydae, ecin obHapyXKeHa nogmeHa
amua  byayt npuxoamtb cobbituA «<HasBaHMe Touku npoxoga>: 3adMKCMPOBAHO AULO NpuU
Bxoge/Bbixoae. BoamoxkHa nogmeHal».

Ecnun cepsep SecurOS FaceX ob6HapyKWUT B CUCTEME aKTUBHbIN Nponyck, umetowmii ¢oTtorpadumto nmua,
COBMaJalolWEero C /IMUOM Ha M300pakeHWn, MONYyYEHHOro C Kamepbl BuaeoHabnogeHusa, TO
COOTBETCTBYIOLLNIN KOA KapTbl OyaeT oTnpaBaeH Ha KoHTponnep CKY[A ELSYS, a B «bactnoH-3» byager
Bbl4aHO COb6bITME (C MNpPWBA3aHHbIM M306pa*KeHMem nuua NOCETUTENs, MOJIYYEHHbIM C Kamepbl
BuAeoHabnoaeHns) «<HazsaHue moyku npoxoda>: YcnewHas upeHTUGUKauua <OUO
nocemumena>». [1pn 3TOM OKOHYaTesbHOE pelleHue o gonycke npuHumaet CKY[ ELSYS Ha ocHoBe
MMEILWMXCA NPaB U YPOBHEN gocTyna.

Mpu BKAtOYEHHOMN 0bpaboTKe cobbITUIA OT AEeTEeKTOopa MAcoK B C/ayyae, ec/in Ha Pacro3HaHHOM nuue
OTCYTCTBYET MacKa, byayT npuxoguTb cobbiTMAa «<HasBaHMe TOUKM npoxoga>: B goctyne oTKasaHo
<®UNO noceTuTena> - OTCyTCTBUE MACKU HA IULLE.

Mpu BKAOYEHHOMN 0b6paboTKe cobbITUN OT AeTeKkTopa NOAMEHbI /iMLa B C/lydae, ecnm obHapysKeHa
nogmeHa nuua 6yayt npuxoauTb cobbiTMA «<Ha3BaHMe TOUKM npoxoga>: B aoctyne oTkasaHo <®PUO
noceTuTensa> - BO3MOXHa nogmeHa'».

Bo Bcex cnyyanx ¢otorpadus, NpUKpPeEnIEHHaA K reHepupyemomy cobbiTuio, byaet otobpaxeHa B OKHe
pacliMpeHHOro coobueHmaA (ecam BKAOYEHa COOTBETCTBYIOLLLAA HACTPOMKa B NapameTpax «bacTMoH-3»).

4.3. Pexum AByX(paKTOpHOM ayTeHTUPUKALUU

B perxkume ABYXdPaKTOPHOM ayTeHTUdUKaALMM NOCETUTEb NPUKNAABIBAET NPOMNYCK K cunUTbIBaTeN0. MpK
3TOM €ro /IMUO AOMKHO b6biTb B 30He 0630pa Kamepbl BUAEOHabAOAEHWUA, CBA3AHHOW C 3TUM
cumtbiBaTenem. KoHtponnep Elsys-MB nposepseT npaBa npegbABaeHHOM KapTbl goctyna. Ecam ana
KapTbl aKTMBHa onuua «JocTyn c noaTBepXKAEeHMEeM», TO KOHTPO//Eep BblAaeT 3anpoc BHELLHeMn
ayTeHTUGUKALMN KapTbl, KOTOPbLIA MnoaydaeT moaynb «bactnoH-3 — SecurOS FaceX». Janee moaynb
oxmnpaet ot cepsepa SecurOS FaceX cobbitve 06 uaeHTUOMKAUMM WAM BepUPUKaLUUKM, U, ecn
NOEHTUOMLMPOBAHHBIA NOCETUTENb COOTBETCTBYET BAAAE/bLY MPUIONKEHHOM K CYMTLIBATENO KapThbl,
pe3ynbTaT ayTeHTMdMKauumn nepepaetca obpaTHo Yepes apalisep «bacTuoH-3 — Elsys» B KOHTposnep
Kak noareepaeHune goctyna (Puc. 25).
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Puc. 26: PaboTta cuctembl ¢ BUPTYasibHbIMM TOUKaMM NPOXoAa

KapTa CYWTLIBETENE
Puc. 25: PaboTa cuctembl B pexxume AByxdpaKTopHOI ayTeHTUGUKaumm
Mpwn nosBAeHUU B None 3peHns Kamepsbl mua, B MK «bactnoH-3» byaet BbiaaHO cobbiTne «<Ha3BaHue
TOUKM Npoxoaa>: 3apUKCUPOBAHO SINLLO», €C/IN TeHepauma cobbiTnit doToPuKcaumMm He OTK/OUYEHA B
HACTPOMKax TOYKM Npoxoaa.

O6Hapy»KeHune MacKM 1 NoAMEHbI 1ML OCYLLECTBAAETCA aHaNOTMYHbIM MAeHTUdMKauuK obpasom.

Ecam  nuyHocTb nocetutena 6bina noaTBeprKAeHa No ero u3obpaxkeHnwuto, To poctyn byaet
npegoctasneH. B MK «bacTnoH-3» byaeT BblAaHO cobbiTue «<Ha3saHue moyKu npoxoda>: YcnewHas
sepudukauua <®MO nocemumena>».

Echn B TeyeHue 3aaHHOrO BpeMeHU OXuaaHusa cepBepom SecurOS FaceX He byaeT 3aduKcMpoBaHO
Nvua BNagenbla MNPUAOXKEHHOW KapTbl, To B K «bacTMoH-3» 6yaeT BblgaHO TpeBOXKHOe cobbiTue
«<HaszeaHue mo4yKu npoxoda>: omka3 & Oocmyne Ha 6xo00/ebixod onepamopom <®PUO
nocemumensa>».

K cobbitTuaM «3adUKCMPOBAHO /MUO» WU «AOCTYN MNOATBEPXKAEH» nNpuKpennseTrca d¢oTorpadus
rnoceTuTens, Noay4eHHasa c Kamepbl BUAeOoHabntoaeHnA. Ecav cooTBETCTBYIOWAA HAaCTPOMKa BKIOYEHA B
napameTpax «bacTnoH-3», To poTorpadus byaet otobparkeHa B OKHE PaCLUIMPEHHOrO COObLWEeHMA.

BHumaHue! Pexcum 0syxgpakmopHol aymeHmugukayuu mpebyem Haau4us cea3u U
pabomocnocobHocmu He mosabKo KoHmposnnepos ELSYS, Ho u modyneli MK «bacmuoH-3» u
cepsepos SecurOS FaceX. B cnyyae HeucnpasHocmu xomsa 6bl 00HO20 U3 KOMIMOHEHMOS,
noomeepxcdeHue docmyna 0718 Kapm nepedasamscs He b6yoem u 8 docmyrne bydem omkasaHo. B
cnydae HeucripasHocmu cepsepos SecurOS FaceX pekomeHdyemca 0414 COOM8emMCcmMeyouux
moyeK Npoxo0a ycmaHaeaAusamse onyuro «Aemomamuyeckoe noomeeproeHue.

4.4. OtcaexxvuBaHUe NPOX0AA HA BUPTYAJIbHBIX TOYKAX AOCTyIa

Ona BUpTyanbHOW TO4YKM npoxoda cuctema SecurOS FaceX 6yaer reHepuposaTb cobbiTwe
«3apMKcMpoBaHO AMUO Npu BXxoae/Bbixoge» C MNPUBA3AHHbIM M306paKeHMEM auua noceTuTens,
Nosly4eHHbIM C Kamepbl BUAeoHabaogeHus (Puc. 26).



a’ bactnoH-3 — SecurOS FaceX. PykoBoACTBO aAMUHUCTPATOPA 24

Echn SecurOS FaceX o6HapyKMUT B CUCTEME aKTUBHbIM NpoONyck, umewowmn dotorpadpuio nnua,
COBMaZaloLWEero ¢ JNLOM Ha M3006paxKeHuM, NONYYEeHHOro C Kamepbl BuAeoHabntogeHus, 1o B MK
«BacTnoH-3» 6yaeT BbigaHo cobbite «UpgeHTMdUKaumna npu Bxoge/sbixoge <®UO nocemumensa>», v
nocne nposepkn nonHomoumi B MK «bacTMoH-3» cOOTBETCTBYIOWME COODLLIEHNA O WITAaTHOM Mpoxoae
«LUtatHbIN BXxoa/BbIXOA <PUO nocemumena>» WU HaiMuMe OrpaHUYEHMIn aoctyna «Bxoa/sbixog
3anpeweH <®MO0 nocemumena>».

Mpwn BKAKOYEHHOW ONUMM OBHapyKEHMA MaCKK, U NpU eé He 0BHApPYKEHUWU, ANA U3BECTHOW MEPCOHbI
6yaeT BblaaHo cobbiTne «UaeHTMdMKauma npu exoge/sbixoge <OPUO nocemumena>. Omcymcmeayem
macka!», n nocne nposepkun nonHomoumni B MK «bacTMoH-3» COOTBETCTBYHOLLME COOOLLEHUSA O LUTATHOM
npoxoge «lUrtaTHbIi BXxoa/Bbixog <PUO nocemumena> Omcymcmeyem mackal!» wan Hanuuume
orpaHmyeHmnin goctyna «Bxoa/sbixog 3anpeweH <PNO nocemumena> Omcymcemayem macka!».

Mpw BKAOYEHHOWN ONUMK OBHapyKeHMA NOAMEHbI ML, U NPU 0OHAPYKEHUN MOMbITKM NOAMEHbI, ANA
M3BECTHON nepcoHbl 6yaer BblgaHo cobbiTve «WUpeHTMOUMKauma npu Bxoge/sbixoge <®UO
nocemumena>. Bo3moxHa nodmeHa!», w nocne nposepkn nosHomoumn B MK «BacTtMoH-3»
cooTseTcTByOWME Cco0bLEHMA O wTaTHOM npoxode «LUtaTHbI Bxoa/sbixog <®MO nocemumens>
Bo3moxcHa nodmeHa!» wvnn Hanuume orpaHudeHuin goctyna «Bxoa/sbixoa 3anpeweH <®MO
nocemumena> Bo3moxcHa noomeHa!».

Ecniv cOOTBETCTBYIOLLAA HACTPOMKa BKAOYeHa B napameTpax MK «bactmoH-3», To ¢oTorpadms,
NpUKpenasemas K cobbiTuam, byaeTt oTobpakeHa B OKHE PaclUMPEHHOro CoobLweHus.

5. HemrraTHble cuTyanum
Ecnv nocne HacTpolku noakntoudeHua K cepsBepy SecurOS FaceX coeguHeHMe C CepBepom He
YyCTaHaB/AMBaETCA HEOHBXOAMMO BbINOMHUTL C/leayloLLMe NPOBEPKU:
*  NpPOBEpUTb, YTO B HACTPOWMKax ApaliBepa yKasaH BepHbl IP-agpec cepsepa. Mpu atom
yKasbiBaTtb localhost nnu 127.0.0.1 npu passepHyTom cepsepe SecurOS FaceX Ha ToM e
MK Hepmonyctumo. TpebyeTcsa aABHOe yKasaHue |P-agpeca ceTeBOro WHTepodeica c
NPUOPUTETHON METPUKOI!
* npoBepuTb, YTO NopTbl FaceX u Rest APl B HacTpoikax gpamsepa u SecurOS FaceX
coBNajatoT.
*  NpOBepUTb, HE 3aHATbI /N yKa3aHHble NopTbl FaceX n Rest APl gpyrumun npuaoxeHnamu.
Kak BapuaHT, MOXHO nonpoboBaTb 3aMeHWUTb BblWENepPeYncaeHHble MNOPTbl Ha
Hencnosnb3yemsble.

Ecnun nogkatoveHme NponcxoamT, HO CMCOK AOCTYMHbIX KaMep pacno3HaBaHWUA HeLOCTYNEH UAM NYCTOM
TpebyeTcA NpoBepUTb KOPPEKTHOCTb YKa3aHWA B HacTpoiKax Apansepa IP-agpec cepsepa SecurOS
FaceX. YKasbiBaTb localhost nan 127.0.0.1 npu passepHyTom cepsepe SecurOS FaceX Ha Tom xe MK
HeAoMNyCTUMO.

B cnyyae notepu cBA3M c cepsepom «SecurOS FaceX» B «bacTMoH-3» 6yaer BblgaHo cobbiTue
«lMoTepAHO coeauHeHue c cepBepom SecurOS FaceX». Mpu BoccTaHOBNEHUM cBs3M ByaeT BblgaHO
cobbiTHe «YCTaHOBNEHO coeguHeHue ¢ cepsepom SecurOS FaceX».

Pexknm ayxdaKTopHOM ayTeHTUdMKauum TpebyeT Hanuuma CBA3M U PaboTOCNOCOOHOCTU He TONbKO
KoHTponnepos ELSYS, Ho u mopgyneir MK «BactMoH-3» n cepBepoB «SecurOS FaceX». B cnyyae
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HEMCNPaBHOCTU XOTA Hbl O4HOIO U3 KOMMNOHEHTOB, MOATBEPKAEHME AOCTYNA ANA KapT nepesaBaTbCsa He
byoetr M B pgoctyne 6OyaeT oOTKasaHo. B cnyyae HeucnpaBHocTM cepBepoB «SecurOS FaceX»
pekomeHAyeTCA 417 COOTBETCTBYIOLWMX TOYEK MPOXOAa BPEMEHHO YCTAHOBUTL ONUMI0 «ABTOMATUYECKoe
noaTBepXaeHne».

6. IlpunoxeHusa

[Ipuinoxenue 1. UcTopusa U3MeHEeHU
1.0.1(15.11.2023)

[+] NepBasn Bepcus, BKAOYEHA B KOMNAEKT noctasku MK «bacTnoH-3».
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